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m to establish national cyber security center
(e.9. GOV-CERT)

m one of suggestions in National resolution
for prevention and combating crime 2012 -
2016

® at the moment there Is no government or
national body for protecting important
national infrastructures in Slovenia from
cyber attacks
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® Important national infrastructures:
electricity, telecommunications, water
supply, public healt, transportation,
financial and security services

® |IT and network security are among the
priorities of EU institutions (i.e Council of
Europe, European Commission)
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m Stockholm programme:
4.4.4. Cyber Crime

"The European Council also calls upon the
Member States to:

— give their full support to the national alert
platforms in charge of the fight against cyber
crime and emphasises the need for cooperation
with countries outside the Union."
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"The European Council invites:

m the Commission to take measures for
enhancing/improving public-private
partnerships."
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® European Commission, The EU Internal

Security Strategy in Action: Five steps towards
a more secure Europe:

m Objective 3: Raise levels of security for citizens
and businesses In cyberspace

Member States are encouraged by 2013 to develop
their national cybercrime awareness and training
capabilities, and set up centres of excellence at
national level or In partnership with other
Member States. These centres should work closely
with academia and industry.
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m "Cooperation between the public and
private sector must also develop innovative
measures and Instruments to improve
security, including that of critical
Infrastructure, and resilience of network
and information infrastructure."
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= "A number of steps must be taken to
Improve prevention, detection and fast
reaction in the event of cyber attacks or
cyber disruption. Firstly, every Member
State, and the EU Institutions themselves
should have, by 2012, a well-functioning

CERT."
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Public-Private Partnership:

® businesses, academic institutions, law
enforcement and government agencies, and
other participants dedicated to sharing
Information to fast prevent, react and detect
cyber attacks against I'T networks
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= Main goals of NCSC would be:
= effective public-private partnership

m to Increase the level of information and
reporting among members and other NCSCs

= Increase Interaction and information sharing
among members and other NCSCs

= prevention, training and education initiatives

= provide value-added threat advisories, alerts,
and warnings to members and to public
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Current partners in NCSC project:

® Ministry for public administration

= Ministry of justice

= Ministry of higher education, science and
tehnology

= Ministry for interior, Police

m SI-CERT/ARNES

W Jozet Stefan Institute
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